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 3 
Introduction 
 
In the spring of 2007, Estonia was subject to a series of cyber attacks. The attacks targeted 
websites of political parties, as well as governmental and commercial organizations had to 
deal with the so-called denial of service or distributed denial of service (DDoS) attacks 
(Czosseck, Ottis & Talihärm, 2011, p. 24). DDoS attacks are computer attacks characterized 
by ‘the attempt to prevent the legitimate use of a service, by overusing the Internet sources of 
the victim’ (Czosseck, Ottis & Talihärm, 2011, p. 24). The system cannot handle all this 
activity, so the legitimate users of the sources are also disconnected (Mirkovic & Reiher, 2004, 
p. 40). Amongst the targeted organizations in Estonia were schools, banks and media channels 
(Czosseck, Ottis & Talihärm, 2011, p. 24). The attacks were launched in a period of domestic 
unrest after the Estonian government removed a Soviet-era war monument, but it remains 
unclear what the role of the Russian state has been (Crandall & Allan, 2015, p. 351). This 
massive attack was relatively new: it was not a classical terrorist attack, and neither was it 
caused by a nuclear, chemical or biological weapon of mass destruction. Instead, computer 
networks were attacking Estonia, using thousands of private computers from around the world 
(Shackelford, 2010, p. 22). A cyber attack in itself is already dangerous since it can disrupt an 
entire society for days or even weeks, but it might be even more dangerous for a state that is 
highly dependent on the Internet, like Estonia. Estonia labels itself “e-Estonia, the digital 
society”: it is one of the leading states in e-Governance (Cardash, Cilluffo & Ottis, 2013, p. 
778). This development of e-Governance has brought the inhabitants of Estonia services like 
the electronic filling of taxes and i-voting (Cardash et al, 2013, p. 778). It also offers 
companies the opportunity to locate their businesses in Estonia via this e-Governance system 
(Estonian Chamber of Commerce and Industry, n.d.). Information technology and cyber 
security are very important to Estonia and the state has put the development of these two on 
top of the agenda. The question that arises from this information is: how does Estonia deal 
with this new kind of threat and the Estonian dependency on the Internet? Estonia is a small 
state, which in itself already brings more vulnerability. So, what does Estonia do to improve 
its cyber security?  
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Literature Review 
Small States and International Security  
Small states and security issues are often subject for literature on small states. Bailes, Rickli 
and Thorhallsson (2014) point out that the study of small states has always been concerned 
with their survival. Small states are viewed as vulnerable in the international system, with 
fewer possibilities to influence this international system in comparison to larger states. 
Bartmann (2002) describes the issue of security as the most persistent question attending the 
sovereignty of small states (p. 361). His main focus is on the military capacity that small 
states often lack; this causes a threat, where small states feel the need to protect themselves 
from large powers. Sutton and Payne (1993) mention the most widely held definition of 
national security; “the preservation and protection of the core values of a nation” (p. 579): 
protecting political independence and protecting the territorial integrity. Smallness has been 
studied in international relations in terms of states’ capabilities. According to Neumann and 
Gstöhl (2006), the analysis of states by their capabilities highlights the structural precondition 
that a difference of power is a difference in material power, which is sometimes even further 
restricted to military power. However, small states in the modern international system face 
more threats than solely the classic military threats: new challenges come from interconnected 
economies, diasporas and online infrastructure (Crandall, 2014, p. 30). Furthermore, small 
states that are islands, like the small island states in the Caribbean for example, also deal with 
security threats like the increase in the frequency and intensity of natural disasters or the lack 
in capacity of small states to serve the needs of their communities (Sanders, 1997, p. 366).  
Burton (2013) describes three ways of how small states can deal with the insecurity 
that being small brings them that can broadly be fit into larger theories of international 
relations. Burton starts off with alliances: small states often lack the capability to withstand 
the power of larger states, and by joining forces against a threatening state or joining a 
threatening state itself, small states try to protect themselves within the international system (p. 
218). More authors, for example Cooper and Shaw (2012), discuss this strategy for small 
states. The options of small states are often thought of as a twofold: either they bandwagon or 
they choose a balancing approach (p. 4). The choice between a bandwagon and balancing 
approach has also been described by neorealist theorists, in the description of the balance of 
power. When a state decides to bandwagon, it sides with a stronger power to increase its 
security and influence, and with the balancing approach, a state aligns itself with other 
‘weaker’ states to oppose a major power (Heywood, 2014, p. 242). The second option that 
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small states have is establishing rules and transparency within international institutions. With 
this approach states can try to set rules and institutionalize protection by cooperation on 
international security issues (p. 219), which fits into the ideology of liberal institutionalism 
(Heywood, 2014, p. 68). However, Shackelford (2010) argues that it is becoming extremely 
difficult to have multilateral treaties to deal with regulations on common resources – 
including cyber-space – because it is hard to agree on the main issues facing the international 
community in the multipolar nature of world affairs (p. 26). As a third model Burton (2013) 
mentions identity and norms; states are as small and insecure as they perceive themselves (p. 
220). This last approach is a constructivist idea: the constructivist approach does not think of 
the world of something ‘out there’, but it exists out of social constructions based on people’s 
beliefs and assumptions (Heywood, 2004, p. 75). 
Cyber Security & Cyber Threats   
States and societies all over the world become more and more dependent on information 
technologies, as Eriksson and Giacomello (2006) point out. This so-called information 
revolution – and the growth of the information society – makes security of information an 
important issue of concern for the national and international levels of society (p. 222). The 
ability to control information flows is sometimes argued to be a quality necessary for states to 
preserve their national sovereignty and boost their national security. This information 
revolution and the growth of dependence on the Internet have led to the concept of cyber 
power as described by Nye (2010). Cyber power is built on several resources that deal with 
the creation, control and communication of electronic and computer based information: 
infrastructure, networks, software and human skills. Nye (2010) defines cyber power in 
behavioral terms: ‘it is the ability to obtain preferred outcomes through the use of the 
electronically interconnected information resources of the cyber domain (p. 4). It could also 
be defined as the ability to use cyberspace to influence events and create advantages, both 
inside and outside the cyber-space.  
 The misuse of cyber power leads to the new insecurity of cyber threats. The concept of 
cyber security was first used by computer scientists in the 1990s to describe a series of 
insecurities related to networked computers, but later on it moved to a more technical 
conception, where ‘threats arising from digital technologies could have devastating societal 
effects (Hansen & Nissenbaum, 2009, p. 1155). It is relatively easy for states and non-state 
actors to enter the cyber space and launch a cyber attack (Shackelford, 2010, p. 23). 
Shackelford (2010) mentions that cyber attacks against states are becoming more serious and 
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are increasing in numbers. This is a dangerous development since it does no longer take a 
large army to destroy vital governmental institutions (p. 22). Information warfare can destroy 
a state through its economy, public services like water and electricity, but also via the police, 
which are the societal effects as mentioned by Hansen and Nissenbaum (2009).  
Small States and Cyber Threats  
Clearly, cyber security is becoming an important aspect of security considerations worldwide 
(Jurkynas, 2014). As Stapleton-Gray and Woodcock (2011) argue in their research: a cyber-
attacker can win when the attacker has enough capacity to overwhelm the defender, and 
provide in its own needs at the same time (p. 52). This is an issue for smaller states that lack 
these kinds of capacities. Cyber attacks are a new kind of security threat for both large and 
small states, but this thesis will focus on how small states deal with this new threat, since 
smaller states are likely to have less resources (Vital, 2006, p. 77). This lack of resources 
makes it assumable that small states will be more vulnerable to these threats. Bailes, Rickli 
and Thorhallsson (2014) looked at the way small states deal with cyber threats, and they 
concluded that it might be easier for smaller states to deal with a collapsing ICT system, since 
small states will find it easier to find working alternatives. But these scholars do not provide 
further information on what these working alternatives could be (p. 33).  
According to Herzog (2011), small states dealing with Internet security should invest 
in the following four areas: ensuring physical network robustness; securing the 
interconnection of participating networks through exchange points; securing the data and 
services required to keep the Internet running; and developing an effective response 
community (p. 53). However, several authors have mentioned the lack of resources in small 
states that influence their security (Cooper & Shaw, 2012; Burton, 2013; Archer, Bailes & 
Wivel, 2014), which might form a problem when states need to invest in the areas of Herzog 
(2011). Additionally, Burton (2013) claims that there has not yet been a lot of research on 
small states and cyber security. 
The approaches of small states towards security threats by Burton (2013) have been 
discussed earlier, but Burton also describes how these approaches apply to the field of small 
states and cyber security. According to him, small states and cyber security is a field of 
research that should be explored further. In his analysis of the relation between small states 
and cyber security, he has studied the case of New Zealand, which has developed a National 
Cyber Security Strategy to deal with the possible cyber insecurity, in the absence of 
institutional cooperation and cyber security norms (p. 228). Burton argues that smaller states 
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face challenges regarding the resources that are needed to enhance cyber security. Challenges 
for small states that can be thought of are staffing levels at cyber security companies, keeping 
high-educated ICT professionals from moving to other countries with more opportunities and 
dependence on intelligence from international partners; whereas larger states often have more 
resources to provide better paid jobs and more human capacity to establish security 
institutions (p. 228).  
Estonian specialty: e-Governance 
The focus on the cyber dependency of Estonia, asks for an introduction into e-
Governance. E-Governance is the use of information and communications technologies (ICT) 
in the improvement of governments. It aims for improving the efficiency and effectiveness of 
governance, but also the transparency and accountability of the government. Furthermore, it 
helps in reducing costs and promoting economic development (Dash & Pani, 2016). E-
Governance is very much connected to the earlier discussed threats of cyber security: Bailes 
et al (2014) mention that it is dangerous for small states to embrace e-Governance without the 
right expertise and technical protection (p. 33). So that is why Estonia is working on 
improving its cyber security, since the state is an important pioneer of e-Governance. The 
Estonian cyber-security mission deals with three categories: e-Governance, Internet regulation 
and cyber security (Crandall & Allan, 2015, p. 352). But apart from the possible vulnerability, 
e-Governance might also be a tool for Estonia to establish itself on the international spectrum. 
The knowledge of Estonia on this subject outruns other states; Estonia is known for in its 
expertise in the international community.  
This thesis will look into the question whether small states are less capable in 
protecting themselves against cyber threats, with the focus on what they than do to protect 
themselves. To dig deeper into this subject, Estonia can be used a single case study, as will be 
elaborated more extensively in the methodology. Estonia is interesting because of the cyber 
attacks in 2007, but also because it labels itself as “e-Estonia, the digital society” (Cardash, 
Cilluffo & Ottis, 2013, p. 778). Cardash, Cilluffo and Ottis (2013) explain that after Estonia 
gained independence from the Soviet Union in 1991, the government decided that information 
technology should be the main priority of the state. That worked out well, because the country 
now is a leader in e-Governance. The attacks of 2007 were a valuable lesson: Stapleton-Gray 
and Woodcock (2011) point out that the cyber attacks on the Estonian and Georgian Internet 
infrastructures show the specific vulnerabilities that small states face regarding cyber security 
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(p. 51). But the response of the Estonian government on the attack provides lessons for other 
countries dealing with these kind or risks.  
Research Design 
Research Question & Scientific Relevance  
The research question of this thesis is: In what ways does Estonia, as a small state, try to 
maintain a high level of cyber security, and are these strategies successful?  
 
The study of small states is relevant for the bigger debate of international relations. Small 
states can provide valuable information on international relations and when research shows 
there is a significant difference between small and large states in specific areas, this 
information should not be neglected. As mentioned shortly above, investigating the risk 
Estonia encounters and has encountered can inform (small) states on the best defense against 
cyber threats. Identifying new patterns and deeper insights can be very helpful in 
understanding small state behavior (Crandall, 2014, p. 31). The research topic of this thesis is 
not only a relevant contribution to the debate on small states, but also to the debate of cyber 
security altogether. There has not been a lot written on small states and new threats such as 
cyber security (Crandall, 2014, p. 32), so this thesis could be a valuable contribution to this 
relatively new field. The conclusion of the analysis might be helpful for other small states to 
learn how to improve cyber security with fewer resources than bigger states. Also, as will be 
discussed further in the research methodology section, the analysis of this specific research 
question might aid in the development on theories of small states and (cyber) security 
strategies.  
Expectations 
Based on the literature, a main expectation with an important component can be drawn. 
The expectation is as follows: Estonia is expected to try and improve its cyber security by 
international cooperation with other states and international organizations. The broader 
literature on small states and security provides information to expect Estonia to adopt this 
strategy. Small states are often seen as weak powers and rely largely on the international 
system to maintain their security (Sutton & Payne, 1993, p. 587). In Europe for example, 
small states have been in cooperation with large organizations and sought shelter via EU and 
NATO membership (Crandall & Allan, 2015, p. 346). Also, Burton (2013) mentions 
Alliances as one of the approaches small states have to improve security: small states join 
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other states to protect themselves (p. 218). Gashi (2016) takes it one step further and claims 
that the only way for small states to avoid insecurity within international relations, is their 
association with international institutions (p. 151). The question is whether Estonia will be 
successful within these larger organizations. Nasra (2011) mentions that small states need to 
have several capabilities in order to have influence in an organization like the European 
Union (p. 164).   
An important component of this expectation is the expectation that: Estonia is 
expected to try and improve its cyber security by influencing international legislation on 
cyber security. Most of the small states lack significant military power, so they find other 
ways to influence states by promoting and strengthening international norms for example 
(Crandall & Allan, 2015, p. 347). Establishing rules within international institutions is an 
approach for small states to protect themselves from threats (Burton, 2013, p. 219). In the 
classic realist analysis as described by Bailes et al. (2014), small states will use institutions as 
shelter, because these institutions will provide protection against new threats (p. 38). The use 
of international law to obtain goals is a strategy that has been used before by small states. 
Markovich and Annandale (2000) describe in their article how small island states have used 
and can use international law to force larger states to implement better environmental policy. 
Panke (2010) also argues that small states can use different strategies within international 
organizations as the European Union to successfully influence international policy.   
When the risk of cyber threats was still upcoming, broader rules and laws were applied 
to the field of cyber security. Cyber operations and cyber security is no lawless territory 
beyond the reach of international law, but more and more states are engaging themselves in 
the development and interpretation of the already existing international legislation on how to 
deal with cyber threats and maintain cyber security (Mačak, 2016, p. 132). 
Conceptualization & Operationalization  
An important concept used in this thesis that needs clarification is that of small states. The 
definition of small states often comes with a lot of academic discussion (Neuman & Gstöhl, 
2006; Cooper & Shaw, 2009; Hey, 2003), but this thesis will use a definition based on 
population; a state is labeled small if it has a population of 1.5 million or less, since this is 
also the official definition of a small state as adopted by the World Bank and Commonwealth 
Secretariat (Prasad, 2009, p. 44). A definition based on the population size “provides an 
indication of the stock of human capital and a rough approximation of the size of the domestic 
market” (Crowards, 2002, p. 143), on which a state can be labeled as ‘small’.  
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Cyber security and cyber threats are two other main concepts within this thesis. Since 
cyber security and cyber threats are relatively ‘new’ analyzed concepts, there are no universal 
accepted definitions of these terms. The NATO Cooperative Cyber Defence Centre of 
Excellence provides an overview on its website with the different definitions different 
countries use of the same concept, which shows the cultural differences for these definitions. 
For this thesis the definition that the International Telecommunication Union (ITU), the 
United Nations specialized agency for information and communication technologies (ITU, 
n.d.), will be used and is as follows: 
 
Cybersecurity is the collection of tools, policies, security concepts, security safeguards, 
guidelines, risk management approaches, actions, training, best practices, assurance 
and technologies that can be used to protect the cyber environment and organization 
and user’s assets. Organization and user’s assets include connected computing devices, 
personnel, infrastructure, applications, services, telecommunications systems, and the 
totality of transmitted and/or stored information in the cyber environment. 
Cybersecurity strives to ensure the attainment and maintenance of the security 
properties of the organization and user’s assets against relevant security risks in the 
cyber environment. The general security objectives comprise the following: 
Availability, Integrity, which may include authenticity and non-repudiation and 
Confidentiality (ITU, 2008, p. 2). 
 
The International Telecommunication Union represents the 193 member states of the United 
Nations, so it provides a basis for this definition that is carried by the international 
community.  
Methodology 
The analysis of the thesis will be based upon a single case study. A case study can be valuable 
to look intensively at a case and use that information to understand a larger set of cases 
(Gerring, 2011, p. 1183). Crandall (2014) quotes Kenneth Waltz, when he explains the single 
case study: “one experiment well designed, one demonstration well conducted, one case 
carefully examined, may add more to one’s confidence in a theory than hundreds of instances 
looked at hastily” (p. 34). Estonia is the ideal case to look at when it comes to cyber security 
and to understand more of the cyber security of small states. Estonia is widely regarded as a 
leader in the information technology, with breakthroughs like Skype and the earlier 
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mentioned online elections (Tuohy, 2012, p. 4). Also, Estonia is a state with a population of 
1,314,608 inhabitants in 2015 (Worldbank, 2017), which makes it a small state according to 
the definition given earlier.  
Estonia can be labeled as a prototypical case study. The prototypical case definition is 
a case that is ‘expected to become typical’ (Djurić, Nikolić & Vuković, 2010, p. 177). Estonia 
is now a frontrunner in the area of cyber security – Estonia was for example one of the first 
countries in the world to adopt a national cyber security strategy in 2008 (Osula, 2015, p. 6) – 
and cyber technology, and other small states are expected to increase their cyber security; the 
risk of cyber threats is universal, so other states have to increase their cyber security in order 
to withstand these threats. It is valuable to examine an early example, like Estonia is on cyber 
security, because it helps to understand a phenomenon of growing significance (Djurić, 
Nikolić & Vuković, 2010, p. 177). Furthermore, a case study is valuable since it provides 
insights in the causal mechanisms and provides the opportunity to have an in-depth 
descriptive analysis of the case (Gerring, 2004, p. 346). Answering this research question 
might aid in the development of theories on small states and their security strategies.  
The research methods this thesis will use to collect the data to answer the research 
question will be a mixture of both content analysis and an interview. The content analysis will 
use public Estonian documents, both governmental and non-governmental, as main sources. 
Other sources like news articles, websites and scientific literature will also be used for the 
analysis. These sources will be analyzed to find out what steps the Estonian government has 
taken to improve its cyber security and to identify the strategies Estonia uses to improve cyber 
security. Documentation is a valuable source of information, since it can be reviewed 
repeatedly, is exact and it can cover a broad range of information – like a long span of time, 
multiple events and different settings (Yin, 1994, p. 80). Still, it is important to have multiple 
forms of documentation to prevent a biased point of view (Yin, 1994, p. 81). For more 
information, a a semi-structured interview has been carried out. This is a valuable 
contribution to the content analysis since it provides more insight on the strategies of Estonia 
when the human reasoning behind the strategies is more clearly explained. Not only are 
interviews very insightful, it is also a very targeted way of collecting information: it focuses 
directly on the topic of the case study (Yin, 1994, p. 80). The interview that is used is with the 
counselor at the Estonian Embassy in the Netherlands, mr. Mati Murd. The interview-
transcript is added as an attachment to this thesis. The mixture of both content analyses and an 
interview is valuable, since an analysis based on multiple sources of evidence develops 
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converging lines of inquiry, which means that any findings or conclusions are more 
convincing and accurate if the analysis is based on several different sources (Yin, 1994, p. 92).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 13 
Analysis 
Estonia, e-Estonia and Cyber Security 
e-Estonia  
Estonia is unique in the world in its speed and level of e-society development (e-Governance 
Academy Foundation, 2016, p. 6). Even though the Estonian e-Governance system is now 
something Estonia is known for, it was more of a necessity for the Estonian government to 
implement the modern techniques (personal interview with mr. Murd, 2017). As put by Mr. 
Murd in the personal interview (2017):  
 
After regaining independence in the beginning of the 90s, there was a need to build up 
all new government structure, different institutions. Of course it was a disadvantage to 
start from zero, but also an advantage to avoid several steps go to directly to the most 
innovative solutions.  
 
Services provided by this e-Governance system reach from e-Banking to i-Voting, whereby 
the inhabitants of Estonia have had the opportunity to cast their vote digitally at the last 
national elections. It is this development that makes Estonia highly dependent on its cyber 
technology, with the logical consequence that cyber security is one of the most important 
topics in Estonia. Not only because the e-services rely on a working system and use the 
Internet, but also because Estonia has skipped a number of steps along the innovative road, 
what will make it harder – even impossible – to take a step back to paperwork for example 
(personal interview with mr. Murd, 2017).  
 The Estonian development of its online government system has brought Estonia a 
leading position in international cooperation on cyber security. This has been, together with 
becoming widely acknowledged as a leading source on cyber security, a goal of the Estonian 
government (Tuohy, 2013, p. 3). An important source of the Estonian knowledge is produced 
in the e-Governance Academy: “a think tank and consultancy organization founded for the 
creation and transfer of knowledge and best practice concerning e-Governance, e-democracy, 
national cyber security and the development of open information societies” (e-Governance 
Academy, n.d.). The e-Governance Academy assists other governments and specific sectors 
with the expansion of cyber security knowledge (e-Governance Academy Foundation, 2016, 
p. 35), which contributes to the Estonian goals of becoming widely acknowledges a leading 
source on cyber security.  
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The Security Policy of Estonia 
Before moving on to cyber security strategies, this thesis will take a broader look at the 
security policy of Estonia. This is important to understand the bigger context in which the 
specific cyber security strategies of Estonia can be placed. The objectives and principles of 
Estonia’s security policy can be found in the National Security Concept of Estonia, as 
published by the parliament (Riigikogu). The main goal of its security policy is to safeguard 
Estonia’s independence and sovereignty, territorial integrity, constitutional order and public 
safety. The security policy entails the areas that protect the existence of the state and its 
people (Riigikogu, 2010, p. 4). In its security policy, Estonia seeks for solutions and policies 
that are profitable for both Estonia and other countries within the international community 
(Riigikogu, 2010, p. 3). Estonia is a member of both NATO and the European Union, but also 
emphasizes the importance of working together within the frameworks of other international 
organizations, such as the Organization for Security and Co-operation in Europe, the Council 
of Europe and the United Nations to improve its security (Ministry of Foreign Affairs, 2016). 
The Ministry of Foreign Affairs (2016) also mentions the trilateral co-operation of Estonia 
with Latvia and Lithuania as one of these smaller frameworks of international cooperation.  
The Cyber Security Policy of Estonia 
As discussed in the section on e-Governance, Estonia is highly dependent on its technology 
and Internet system for the functioning of those e-Governance services. This brings a high 
focus on cyber security. The Estonian parliament states that the dependence of critical 
information and communication systems and Information Technology (IT) requires special 
attention to combatting cyber crimes (Ministry of Economic Affairs and Communication, 
2014, p. 6). When the government started with implementing more and more e-services 
around 2007, there was at first no overarching strategy to secure the Estonian cyberspace 
(Pernik & Tuohy, 2013, p. 2). Nowadays, Estonia forms a strategy for its cyber security for 
every five years, in which the Estonian government sets goals and objectives related to cyber 
security. The main goal is to improve the Estonian cyber domain, so that all citizens, 
government institutions and companies can use the information systems with as few risks as 
possible. To achieve this, Estonia aims on expanding co-operation on both national and 
international level, the development of legislation and the endorsement of public awareness 
(Riigikogu, 2010, p. 17). This statement highlights the main strategies that this thesis will 
discuss, namely cooperation at the international level, cooperation at the national level and 
cooperation at the international level, including the development of (international) legislation.  
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Since both state actors as well as individuals and groups can access the resources that 
are needed for a cyber attack, like the denial of service attacks of 2007, it is hard to find out 
who might be a possible threat. With these actors being anonymous on the Internet, it is hard 
for the Estonian government to determine their motivation and the relation to Estonia 
(Ministry of Economic Affairs and Communications, 2014, p. 2). Estonia has been an active 
advocate on the subject of cyber security, developing key cyber security initiatives to deal 
with this threat (Ministry of Foreign Affairs, 2014). For example, Estonia expects effort from 
its inhabitants to improve the cyber security of the country. Estonians can no longer use the 
government services with outdated computer systems. Also, the Estonian government makes 
sure that its civil servants have a high level of knowledge on cyber security (De Boer, 2017). 
Another step that Estonia has already taken in the past to improve its cyber security is 
the addition of the Cyber Security Council to the Security Committee of the Government in 
2009. This Council has been created to support strategic level inter-agency co-operation, but 
also to oversee the implementation the objectives of the Cyber Security Strategy (Ministry of 
Economic Affairs and Communications, 2014, p. 2). Furthermore, there has been a decision 
of the Estonian government to transform the Estonian Informatics Centre into the Estonian 
Information System Authority. It obtained a government agency status; the organization 
received extra resources and power to protect the state’s information and communication 
technology (Ministry of Economic Affairs and Communications, 2014, p. 2). One of the 
departments of this organization, the Department of Critical Information Infrastructure 
Protection was given the task to promote public-private cooperation, which is part of the first 
strategies this thesis will discuss.  
Cyber Security Strategies of Estonia  
Strategy 1: Cooperation of the private and the public sector   
The assumption for the first strategy that will be discussed comes from the information 
obtained via the interview with Mr. Murd from the Estonian Embassy. He argues that the 
cooperation between the private and public sector for the knowledge on cyber security 
concerning the e-services was a logical step for Estonia: The banking system was developing 
quickly and provided Internet banking already before the start of the 21
st
 century. Estonian 
banks were amongst the first banks in Europe to introduce the Internet banking system 
(personal interview with Mr. Murd, 2017). Mr. Murd recalls that Estonian banks “even 
skipped the period of checkbooks” (2017). So at the moment that the government started to 
extend its e-services, it was in cooperation with the banking sector. The banks already 
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introduced a system of digital identification, on which the government could build other e-
services. So logically, the first step for the government of Estonia to provide more security 
was also with the banking sector, to learn from the security mechanisms used by the banking 
and as well as the telecom sector.  
This cooperation between the private sector and the public sector has further 
developed into one of the Estonian strategies to improve the security of its cyber system. This 
is supported with information that is extracted from The National Cyber Security Strategy of 
Estonia. The National Cyber Security Strategy highlights this public-private cooperation 
within its described security principles, which are: principle 4: “Cyber security is ensured in a 
coordinated manner through cooperation between the public-, private- and third sectors, 
taking into account the interconnectedness and interdependence of existing infrastructure and 
services in cyberspace”, and principle 5: “Cyber security starts with individual responsibility 
for safe use of ICT tools” (Ministry of Economic Affairs and Communications, 2014, p. 7). 
Also the Department of Critical Information Infrastructure Protection of the Estonian 
Information System Authority established a commission in 2011 to promote public-private 
cooperation. This commission brings together cyber security and IT managers to exchange 
operational information and help each other further in the improvement of the cyber security 
of Estonia (Ministry of Economic Affairs and Communications, 2014, p. 2). The Ministry of 
Economic Affairs (2014) explains as well that both the public and the private sector are 
highly dependent on each other and effective cooperation is unavoidable to prevent and 
resolve cyber incidents (p. 5). 
An important organization where this collaboration between the public and private 
sector was further developed to a cyber threat protection mechanism is the Cyber Defence 
Unit of the Estonian Defence League. According to the legal, policy and organizational 
analysis on the Cyber Defence Unit of the Estonian Defence League, the horizontal 
collaboration between the private and public sector information security experts was the 
major factor for successfully handling the cyber attacks on Estonia in 2007. This horizontal 
collaboration is institutionalized in the Estonian Defence League, with the goal being 
specified to: “to protect Estonia’s high-tech way of life by protecting information 
infrastructure and supporting the broader objectives of national defense” (Kaska, Osula & 
Stinissen, 2013, p. 11).  The expertise of the volunteers is used to improve the security of state 
agencies’ and companies’ information systems by for example training and coordinated 
exercises, but it can also be put in action within a crisis situation (Ministry of Economic 
Affairs and Communications, 2014, p. 3). 
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It seems from the analyzed documents that this is a very powerful strategy of Estonia. 
The government puts a lot of focus upon this strategy and not without any success. It could be 
said that it is the cooperation between the private and the public sector that has grown out of 
cooperation between the government and the banking- and telecom sector that has formed 
Estonia to be one of the leading states in the world in the area of cyber security.   
Strategy 2: international cooperation 
The second strategy that arises from the content analysis of documents is that of international 
cooperation, which is a strategy mentioned in both the Security Strategy and Cyber Security 
Strategy (Riigikogu, 2010; Ministry of Economic Affairs and Communications, 2014). 
Estonia has several international settings in which it cooperates with other states. So is the 
cooperation the other Baltic States, Latvia and Lithuania an important focus. Bailes et al. 
(2014) already concluded that small states, at least in the European region, have been pushed 
into the deepest forms of regional integration to protect themselves from new and widening 
security threats (p. 41). This is what Estonia is doing within this regional cooperation; Estonia 
is aware of the growing strategic importance of the Baltic region, even though the security 
situation remains relatively stable. Still, the foreign and security policy of the Baltic States 
and Nordic countries are deepening into further collaboration (Riigikogu, 2010, p. 7). On the 
area of cyber security this cooperation exists of the exchange of information at both the 
practical level by sharing topical data on incidents amongst the Baltic Community Emergency 
Response Teams (CERT) Units and the policy planning level amongst national cyber security 
experts (Ministry of Defence of Republic of Latvia, n.d.). The three states have also signed a 
Memorandum of Understanding (MoU) on cooperation in cyber security: an agreement to 
share and exchange knowledge, but also the collaboration on public-private research across 
the borders (Ministry of National Defence Republic of Lithuania, 2015). Estonia uniting with 
the other two Baltic States to improve their level of cyber security is an example of the 
balancing approach as described by Burton (2013): three smaller states have formed an 
alliance to improve their security. Furthermore, the Baltic States, Nordic States and the United 
States have set up a cooperation initiative in 2013 to improve local enhancement on cyber 
security, which was launched with a meeting of the heads of state of Estonia, Latvia and 
Lithuania with the US President (Ministry of Foreign Affairs, 2014). Again, Estonia has 
formed an alliance, but for this alliance it could be stated that this is more a bandwagon-
approach since the states are siding with a stronger power to increase security and influence, 
as ‘to bandwagon’ is defined by Heywood (2014, p. 242). 
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But this is not the only form of international cooperation that Estonia is involved with 
at the international level. As mentioned earlier, Estonia is a member state of the NATO. The 
attacks of 2007 on Estonia are a memorable moment in NATO’s history, since it was the first 
time a member state had formally requested emergency assistance, which eventually showed 
that the Alliance had to work on its strategies to prevent and counter these new kind of threats 
(Hughes, 2009, p. 2). To increase the level of cyber security, the NATO Cooperative Cyber 
Defence Centre of Excellence was established (Hughes, 2009, p. 2). The NATO Cooperative 
Cyber Defence Centre of Excellence (CCDCEO) is located in Tallinn, Estonia and is an 
International Military Organization. The main goals of the CCDCEO are: increase capability, 
cooperation and information sharing amongst the members of NATO and its partners in cyber 
security. This is done by education, research and development, lessons learned and 
consultation (e-Governance Academy Foundation, n.d., p. 33). However, as Pernik (2014) 
notices in the analysis of the cyber security policy of NATO: “A cyber force is only as good 
as its members” (p. 14). And with NATO, the level of cyber defence force is not very high 
yet, and Estonia is a member on which the alliance can built and expand its knowledge. So 
NATO might be a valuable partner to increase cyber security in the area of aid in times of 
attacks and the expansion of resources, it does not increase the Estonian level of cyber 
security per se, since Estonia is one of the examples for the other NATO member states.  
Another large organization that Estonia is a member of is the European Union. Cyber 
security policy in the European Union is relatively young; only recently has the European 
Union begun to see the severity of challenges that are posed by cyber security threats (Tuohy, 
2012, p. 4). In 2013 the European Commission published the Cybersecurity Strategy of the 
European Union with one of the main principles that the same norms and values of the 
psychical world should also count online (European Commission, 2013, p. 4). With the 
European Union, the same problem as with the NATO arises: Estonia is already one of the 
leading examples within the cooperation, so instead of improving its own cyber security, it 
can only aid the European Union in increasing its cyber security (Tuohy, 2012, p. 5).  
Within international cooperation Estonia sets the example in the area of cyber security 
for the other states. With both NATO and the European Union other member states profit 
from the knowledge of Estonia. Estonia’s experience in cyber security has certainly increased 
the interest of other countries in their knowledge on this subject (Ministry of Economic 
Affairs and Communications, 2014, p. 3). The Estonian expertise on e-Governance and cyber 
security is one of its selling points within the international community. Mr. Murd also 
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mentions the importance of the Estonian cyber knowledge during the interview at the 
Embassy (2017):  
 
It is definitely very important to increase our influence, or in our case to get known. 
Because well, I do not want to say that we are a small country, but of course we are. 
[…] We have to have something to be seen and to be known. And of course, all digital 
services, cyber security services has made Estonia better known around the world. 
 
Pernik and Tuohy (2013) also state that Estonia might have shown that in some areas of 
policy, size does not matter when a state wants to influence international relations. Estonia 
has been one of the leading countries in promoting initiatives to foster cyber security in 
multiple organizations like NATO and the European Union (p. 5).  
 Estonia acknowledges that worldwide globalization comes with new trends, which 
shows that security is the objective and outcome of international co-operation (Riigikogu, 
2010, p. 3). Ban Ki-moon already warned in 2010 that only global cooperation could bring 
solutions to the new threats like cyber security (UN News Centre, 2010). This is also 
something Estonia presses on within international organizations. According to the Estonian 
minister of Foreign Affairs, Marina Kaljurand “challenges and solutions related to 
information technology are global and mutually intertwined” (The Baltic Course, 2016). After 
all, after the attacks of 2007 Estonia did profit from international support organized by the 
Ministry of Defence, the European Union and NATO nations (Tikk, Kaska & Vihul, 2010, p. 
24). It is clear from the discussed sources that Estonia builds on international security in order 
to improve its cyber security, but there is not yet a lot of prove to be found that this is 
successful strategy for Estonia; it is for countries with less expertise on the subject, since 
those states can profit from the knowledge of states with a high level of cyber security like 
Estonia.  
Strategy 3: Influencing international law 
The 2007 cyber attacks on Estonia showed the international community the need for 
legislation on cyber attacks. In the first responses after the attacks, the attacks were being 
labeled in the existing legal institutions, with parallels to conventional warfare and terrorism 
(Tikk, Kaska & Vihul, 2009, p. 25). The conventional warfare and terrorism legislation could 
not fit to the new kind of threats as cyber attacks. There was the need to form new legislation 
that could help in regulating the international cyber world. Estonia calls the shaping of legal 
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framework in the cyber domain as one of the supporting activities on which the Cyber 
Security Strategy focuses (Ministry of Economic Affairs and Communications, 2014, p. 4). 
Also the broader Security Strategy of Estonia mentions the legal regulation an important 
aspect of improving cyber security (Riigikogu, 2010, p. 18). It is seen as a supporting activity 
to other activities of Estonia that are taken to increase its cyber security, as discussed above. 
On the international level, Estonia would like to preserve a free and secure cyberspace: 
Estonia wants to have a central role in guiding and developing international cyber security 
policy, in both international organizations and in like-minded communities (Ministry of 
Economic Affairs and Communications, 2014, p. 7). 
This strategy remains a challenge; with difficulties in the development of legislation 
and regulation (Pernik & Tuohy, 2013, p. 5). An example that is provided by Pernik and 
Tuohy is the failure of countries to reach a universal treaty on Internet governance at the 
World Conference on International Telecommunications in 2012. It showed the division 
between democratic countries that believe that the Internet should be free and open to all, and 
the authoritarian regimes that want to have greater control on the Internet (Pernik & Tuohy, 
2013, p. 5). Nevertheless, Estonia is actively contributing to the development of international 
law on cyber security. The NATO Cooperative Cyber Defence Centre of Excellence in 
Tallinn organized a meeting of international experts in 2009 that led to the publication of the 
‘Tallinn Manual’ (p. 5), which is an analysis on how existing international law is applied to 
cyber warfare (CCDCOE, n.d.). This might be an important step towards international 
legislation on cyber security; the Manual is still very incomprehensive (Fleck, 2013, p. 331).  
It is clear that Estonia uses the formation and agreements on international law to 
improve cyber security, but there are several signs that the international law of cyber security 
is in a crisis situation. For example: it is almost impossible for states to reach consensus on 
internationally binding treaties (Mačâk, 2016, p. 127). Two other indicators of this crisis are: 
the fact that states have been reluctant in developing cyber-specific customary international 
rules, and the fact that states try to focus more non-binding norms rather than legally binding 
rules (Mačâk, 2016, p. 131). As discussed above, Estonia is trying to influence the 
international community to act on binding legislation for cyber crimes, but up to this point, 
without a lot of success. While this strategy to improve cyber security might grow to be a very 
successful way to improve cyber security, it has not been very successful up to now.    
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Conclusion 
When researching how Estonia copes with the threats of cyber security, the first 
remark to be made is that the dependency of Estonia on the Internet for its governmental 
work, requires a high level of cyber security. The implementation of e-Governance has had 
great advantages for the people of Estonia, but has also brought them in a vulnerable position. 
Cyber security is a threat for all states, but it is interesting to find out how a small state as 
Estonia, with also a high level of cyber dependency, deals with this threat and what strategies 
the state has used to improve the level of cyber security.  
Based on the literature on small states and security threats, the expectation was that 
Estonia would rely on international cooperation to improve its cyber security, not only via 
bilateral or multilateral agreements, but also via international organizations. An important 
component of this expectation was that Estonia would try to influence international legislation 
on cyber security as a strategy to increase cyber security. Whilst researching multiple policy 
documents by different ministries of Estonia, as well as several news messages and 
documents of institutions of organizations like NATO, both of the expectations were 
confirmed as strategies of Estonia. But also another strategy was identified. Namely: the high 
level of national effort to improve cyber security. Estonia puts a lot of effort into stimulating 
cooperation between the private and public sector and creating awareness amongst its citizens 
on the risks of the Internet. The three strategies identified will briefly be discussed below and 
the question of whether the strategies have been successful for the improvements of cyber 
security and the coping with risks of e-Governance are taken along in the discussion. 
The first strategy, national cooperation, is the most surprising but also the most 
successful strategy. Where Burton (2013) argues that small states have fewer resources and 
will therefore lack the capacity to deal with cyber security issues, Estonia proves that this 
does not have to be the case. Estonian knowledge on cyber security was born out of the 
knowledge of the Estonian banking sector and was later on shared and further developed by 
cooperation between the government and the banking sector. The high level of Estonian 
knowledge on this subject is necessary for the state since the entire government system is 
dependent on the Internet, cyber domain and computer networks. The government encourages 
this ‘teamwork’, since it brings Estonia a higher level of cyber security. 
 The cyber security knowledge of Estonia proves to be fruitful on the international 
level. As expected, Estonia tries to improve its cyber security by means of cooperation. Other 
states are willing to work with Estonia on this subject, since Estonia has a lot to offer within 
these collaborations. This makes Estonia a valuable partner to work with, which provides 
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more possibilities for Estonia to influence the cooperation. It is a valuable strategy because it 
creates manpower and more experts on this subject, but since Estonia is already an expert 
itself, the strategy is relatively less successful than the strategy of national cooperation. 
The last strategy that this thesis has identified is the Estonian effort to improve 
legislation on cyber security and cyber crimes. Estonia is very successful in increasing 
awareness on this subject, but the international society lacks the willingness to establish 
binding rules and laws to on the subject of cyber security. This makes the strategy less 
successful, since it does not provide a higher level of cyber security. 
Concluding, it can be said that Estonia has three important strategies with which they 
try to improve their level of cyber security. The most successful strategy used by the Estonian 
government is national cooperation, which speaks against the discussed literature. The 
existing literature on small states and international security often speaks about security 
approaches as how small states should position themselves within the international 
community (Sulton & Payne, 1993; Burton, 2013; Crandall & Allan, 2015; Gashi, 2016). This 
cooperation within the private and public sector might be further analyzed within the light of 
Katzenstein’s democratic corporatism (1985). The expectation would be that small states are 
dependent on other states and cooperation for their security, but on the area of cyber security, 
Estonia might be the prove that even small states are capable of providing their own security. 
Furthermore, the Estonian knowledge on cyber security, combined with their niche of e-
Governance, makes Estonia a wanted partner for other states, which brings them more 
influence than might be expected from small states. This needs to be further researched in 
order to draw hard conclusions from this. Since this analysis is based on a single case study, it 
is hard to draw generalizing conclusions on small states and cyber security. It does shed new 
light on the possibilities small states have to increase (cyber) security without dependency on 
other states and international organizations. Estonia is an example of how a state can have its 
private en pubic sector work together, to improve the security of the entire state.   
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Attachment 1 – Interview with Mr. Mati Murd  
Counselor at the Estonian Embassy, the Netherlands  
 
Location: Estonian Embassy, The Netherlands 
Date and time: May 4, 2017 – 10:30 a.m. 
Interviewer: Lisanne Trouw 
Interviewee: Mati Murd 
 
Mr. Murd: Yes, you already described it in you email, but maybe you can little bit elaborate 
your thesis and what kind of information you have already collected and what kind of 
information you are still looking for. And what will the result of your work be. 
 
Lisanne: No problem. My bigger subject is small states in world politics, and than I wanted 
to look at security and soft security threats, And than I came really fast to cyber security. I 
spoke to my supervisor, and decided that Estonia is a perfect example. The attacks of 2007, 
but also e-Governance and e-Estonia. Estonia is very dependent on Internet and e-
Governance, so cyber security is a big thing in Estonia, so I wanted to look further into that 
and find out what Estonia does to keep its cyber security at a high level, what strategies at the 
international level and also the national level. And that is what I am looking into at the 
moment. 
 
Mr. Murd: Yes, right. What kind of sources or information you already have? 
 
Lisanne: I have looked at sources of the government, a lot of it also published in English, 
luckily for me.  
 
Mr. Murd: E-estonia,com? 
 
Lisanne: Yes, and the security strategy of Estonia and the cyber security strategy. I have also 
looked into the bigger literature on how small states deal with security problems. 
 
Mr. Murd: In that case, I see, you already have all of information. So I am not sure what I 
can add. 
 
Lisanne: I have several question prepared, to see what we can add. Because I look at how 
Estonia established itself as a frontrunner of e-Governance and cyber technology. 
 
Mr. Murd: Well actually it was a lack of resources and a necessity to do something different, 
something more efficient.  
 
Lisanne: What kind of resources? 
 
Mr. Murd: Lack of money, finances of course, like always everywhere. But also lack of 
human resources.  
 
Lisanne: Yes, so the next step was to establish e-Governance? 
 
Mr. Murd: After regaining independence in de beginning of the 90s there was a need to build 
up all new government structures, different institutions, and of course it was a disadvantage to 
start think from zero, but it also an advantage to avoid several steps and go directly to the – 
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how to say it – most innovative solutions. And yes, that is it. Not only in the public sector, but 
also if we are talking about private sector, and if we are talking about e-Solutions and cyber 
security actually Estonia banking system was frontrunner in mid of 90s. Actually, Estonian 
banks for example were among first bank, at least here in Europe that introduced Internet 
banking. At one moment, if I remember correctly, among 10 first European banks introducing 
Internetbanking there were three Estonian banks. And again I think that the reason is that we 
had to build up our banking system from more or less ground zero. Actually, at that time, 
particularly, very important role was for Estonian banks. That are right now, part of the 
Swedish Swedbank, but at time it was established by very young persons comparing 
traditional standards in banking sector and they were really open for innovative solutions. 
And for example, with Estonia even skipped the period of checkbooks. 
 
Lisanne: Yes so immediately to the digital tools? 
 
Mr. Murd: Yes, and also luckily because of competition everybody wanted to have better 
and more secure. Actually our banks took cyber security very seriously. And just from my 
personal experience, in 2001, I had three moments period in OECD in Paris as a visiting 
expert and for that I had to open a bank account in France. I used a largest bank in France, not 
saying names at the moment, but I confused the person in the bank when I asked if I may have 
also, if I make it also Internet banking. The person asked I am sure, I would like to have it, if I 
really knew what is Internetbanking. I said yes, I have used it in Estonia already six years. At 
that moment, it was clear that she considered me as crazy person, but I get, well not 
immediately of course, but after two weeks or something like this, I get access to the internet 
bank and actually that was very big shock for me. Because there was very low security, 
compared to security what we had in Estonia banks. And actually in the beginning, when we 
started to introduce our e-services in the public sector, actually it was in cooperation with our 
banking sector, because that time before introducing Estonian ID-card and introducing 
authentication by ID card, authentication for public services were mainly through Estonian 
banks. In Internet banking. And yes, actually, in Estonia it always has, in field of e-services 
and cyber security, it had been cooperation between public sector and private sector. So that 
means mainly banks and telecom sector.  
 
Lisanne: That is what I found out as well, that there is a lot of cooperation between the public 
and the private sector, and that is also, the government really supports that, to have those two 
groups working together on the subject. But I was also wondering of the knowledge of Estonia 
behind the technology of e-Governance and cyber security that goes with e-Governance. Has 
also influenced on its international relations. Are there countries that come to Estonia for 
help on this, or can Estonia use it in international relations? 
 
Mr. Murd: Yes, definitely. If we are not talking about expert in terms of money, but in terms 
of publicity, image. Definitely, expert of our e-services solutions. It is a very important thing. 
We have had cooperation with a lot of countries around the world, but of course, with e-
services you never can take the product, let me say, which you already have and just put it in 
another country, because of different legislation, different culture, different history, 
sometimes there a lot of things. So, you more or less have to have a tailor made solutions for 
every country. But yes, Estonia is very active in this world. Again, it is cooperation between 
private sector and public sector. Also, our government, my ministry, is supporting that kind of 
cooperation. Helps make contacts and yes, Estonian companies are active to take part of 
thinking of different solutions. Or sometimes its working on solutions, sometimes consulting 
concerning infrastructure of services or concept of working out some services. It is very 
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different, but cooperation with very different countries in different regions and sometimes 
cooperation in the world of government e-services and most important contact in between to 
countries. It is definitely very important to increase your influence or in our case quite often 
to get known. Because well, I do not want to say that we are a small country, of course we 
are. By directory? We have the same size as the Netherlands, but by population it is only 1,3. 
We have to have something special to be seen and to be known. And of course all digital 
services, cyber security services, technically something which has made Estonia better known 
around the world.  
 
Lisanne: Yes, for sure. And because it goes with the cyber security; how could the cyber 
security policy of Estonia be described, what steps have been taken since 2007 for example, 
and what is Estonia doing right know to make sure that it is secure? 
 
Mr. Murd: Well, in the world of cyber security there are a lot of things are going on. But of 
course by my understanding the main thing is that you have to be continuously developing. 
Developing your services and your security, because at the moment you think that you are 
high-level security and that there is nothing to any more, you have problems. And definitely, 
what is top security today is definitely is not top security any more after year, not talking 
about three or five years. So, its continuous development. I think that you already find 
information about all this structures we have in field of cyber security. But again, it is very 
close cooperation between state institutions and private sector. And also, one quite unique 
thing is the Estonian cyber security defence league. Which is just modern outcome of 
traditional defence league. Which is old moment in Estonian society to be ready to protect 
your country, and yes, nowadays we have different crises and cyberattacks nowadays are 
considered similar as traditional military attacks in some cases. And yes, actually what 
happened 10 years ago actually was very important trigger to make cooperation between 
private and public sectors, even closer and creation of new structures and definitely it was 
hard, but it was very useful experience. What we are doing today, yes its true, Estonia is 
dependent of e-services. And, in some cases that mean that we even cant go back in some 
registers or in some systems even cant go back paper based solutions. And that means that 
protection of these databases and registers is very critical. And one thing that we are doing at 
the moment, it is called data emphasis. That is to back up all critical systems, not only in 
Estonia, but in several locations around the world.  
 
Lisanne: Thank you. And also, with Russia being more active and Estonia being very close to 
Russia, what would be the way Estonia deals with a more active Russia in relation cyber 
security? Does it feel any more threats than before? 
 
Mr. Murd: I think that cyber security is very global issue. Yes, we have had cases that we 
have found Russian spyware in some systems, also in systems some very important private 
companies, but globally there have been cases with Chinese spyware and there are lot of other 
threats so in case of cyber security, yes there are different state level attacks or if not attacks 
spyware and that kind of things. But there are also activities by criminal groups and that kind 
of things. And of course attacking different databases of big companies and leaking credit 
card data and well, it is almost everything in the news nowadays. So, I don’t think that we 
should talk specifically about Russia, but of course it’s a very important to have 
understanding about cyber attacks in that context of international law, and international legal 
system, system of international treaties and there is that kind of thing that Tallinn Manual. 
Have you heard about this? 
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Lisanne: No not yet. 
 
Mr. Murd: Well, this is internationally initiative with international law experts and experts of 
field of cyber security and so on, just to create international law or to have interpretation of 
international law in context of cyber attacks. And the new version of Tallinn Manual 2.2.0 is 
in work, also the Dutch government is very active in this field. It is very international thing, 
and yes it is good to know that kind of cyber security discuss nowadays, at international level 
and there are special international mechanism to deal with this.  
 
Lisanne: Estonia is also of course member of NATO and European Union 
 
Mr. Murd: Yes, and of course you know that we have this NATO cyber security center of 
excellence. 
 
Lisanne: Yes, exactly, that is what have come across as well. And what does Estonia tries to 
do within these larger organizations to work on cyber security at the international level? 
 
Mr. Murd: Well, cooperation, to share information to learn best practices, and this is this one 
thing, and of course as I mentioned: it is very important to have understanding of cyber 
attacks and all related to cyber attacks in the context of international law, because this is 
something which did not exist 10 years ago.  
 
Lisanne: I think I have asked everything that I wanted to know. Are there any subjects left, 
where I did not ask to and what you think are important for my thesis, to look further into or 
to know about? 
 
Mr. Murd: Well, we are talking about e-services. And the core system is the ID card  and so-
called X-Road concept of the e-Services infrastructure. And this is something which made 
this services available in Estonia, some countries are thinking similar approach and maybe the 
closest cooperation is between Estonia and Finland actually. Right now we are sharing the 
same services platform and its it makes cross-boarder services more easier, because a huge 
number of Estonians are living in Finland, a lot of Fins are living in Estonia, and yes, this is 
probably the most active cooperation for integrating services and services infrastructure, but 
of course we are looking forward to have similar cooperation with other countries in Europa 
and different cooperation with different countries. There is a lot if interest from Dutch 
authorities, Dutch companies to the Estonian experience. But its probably quite difficult here 
in the Netherlands, because as I said, Estonian system is based on our world and there is not 
that kind of solution in the Netherlands. So that means that the infrastructure of Dutch e-
services is different and it is not so easy to integrate this services, but of course there are 
several options for cooperation. And, yes, of course very interesting thing is e-residency, 
which is actually sounds very interesting, at the same time its hard to understand what it 
exactly means. But actually simplifying that thing, it is just to provide access to Estonian e-
services, for persons who are not Estonian citizens or Estonian residents. Because I mentioned 
Estonian ID card which is official identification document, but also digital authentication for 
Estonian citizens, but also how do Estonian citizens living in Estonia have special card which 
have same digital reaches, the same digital options and it is also integrated within the 
residence permit card, which is provided for third country residents living in Estonia, so 
introducing e-residency and e-residency digital ID card was just expansion of the already 
existing system. It has been very popular, I do not have the latest statistics. Globally it is more 
than 18.000 e-residents. Here in the Netherlands we have something 430 e-residents. As a 
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already mentioned, quite a peak interest here in the Netherlands about the e-services of 
Estonia. It is interesting that the average Dutch e-resident is little bit different from the 
average e-resident globally. If globally approximately e-residents are businesspeople, having 
this digital ID card just to establish a company in Estonia or singing digital company 
document, here in the Netherlands, of course we have also quite a lot of business people, but 
even more we have people of different ministries and agencies, municipalities, and companies 
providing services for digital services, for public sector and so on. And the main reasons for 
these people is just to have test case, to learn what kind of services there are, if they can use 
these services by this digital ID card, to find if there is anything which is possible to adopt 
here in the Netherlands, of to get know about this. So there is big interest. And the logic or 
infrastructure of services are quite different at the moment.  
 
Lisanne: Okay, everything clear. Thank you so much for providing information. My final 
question if it is okay if I use your name in my thesis. So that I can refer to this conservation.  
 
Mr. Murd: Yes, sure. But in that case maybe if you will use any citations, maybe you can 
just to send it before hand. 
 
Lisanne: Yes, no problem. And I can also send my thesis when it is finished.  
 
Mr. Murd: Yes, and there is no problem using my name and my position, but I would just 
ask to see the concrete citations.  
 
 
 
 
 
 
 
 
  
